
ICS Security Zoning 

NIST Standards and other best practices. 

NIST 800-53r5 – SC-7 – Boundary Protection 

NIST 800-82r3 – Network Protection 
The background material used in this scenario is focused heavily on network segmentation which is the 

physical implementation of zoning. The zoning pattern discussed is the Purdue model. The lab that the 

students complete after consuming the background information demonstrates how zoning by network 

segmentation can improve security.  


