System Hardening Basics

Summary

Even the most secure operating system or software can be hacked if poor security practices are
followed. Conversely, even old, inherently insecure software can be made much more secure if basic
security hardening principles are applied. A basic understanding of system hardening will help mitigate
many security risks.

Learning Outcomes

e Examine Good Password Hygiene.

e Demonstrate the Importance of Applying Software Patches.
e Disable Unnecessary System Services.

e Discuss and Enable Local System Security Software.

Systems
e Kali Linux — Hacker
o Username: student; Password: Password01
e Industrial Control System
o Windows XP — OPC Server
=  Username: student; Password: Password01
o Windows XP — HMI
=  Username: student; Password: Password01
o PLC/Pump/Sensors
=  Username: root; Password: Password01
e pfSense — Router/Firewall
o Username: admin; Password: Password01

General Lab

In this lab students will start work with a network where basic security hardening principles have not
been followed. Specifically, they will demonstrate how effectively poor password hygiene, unpatched
software, unnecessary services enabled, and disabled system security software can be exploited.
Students will then follow system hardening best practices and observe how the network and its hosts
are much more secure as a result.
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